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PRIVAC

Y IMPACT ASSESSMENT (PIA)

For the

Enlisted Dist

ibution and Assignment System (EDAS)

y Chief of Staff for Personnel (Army DCS G-1)

~ &

AramAaan

a. Will this Department of Def
information (referred to as an
maintain, use, and/or dissemi
contractors or foreign nation
one option from the choices

[J (1) Yes, from members of the

nse (DoD) information system or electronic collection of

electronic collection” for the purpose of this form) collect,
ate Pll about members of the public, Federal personnel,

s employed at U.S. military facilities internationally? Choose
low. (Choose (3) for foreign nationals).

general public.

71 (2) Yes, from Federal personnel* and/or Federal contractors.

XI (3) Yes, from both members gf
[0 4) No

* "Federal personnel" are referred to im

b. If "No,” ensure that DITPR
for the reason(s) why a PlA is
collection is not in DITPR, ens
documentation.

the general public and Federal personnel and/or Federal contractors.

the DoD IT Portfolio Repository (DITPR) as "Federal employees."

or the authoritative database that updates DITPR is annotated
not required. If the DoD information system or electronic
ure that the reason(s) are recorded in appropriate

c. If "Yes," then a PIA is requijred. Proceed to Section 2.

Page 1 of 16




SECTION 2: PIA SUMMARY

INFORMATION

a. Why is this PIA being created

or updated? Choose one:

[ New DoD Information System O New Electronic Collection
X  Existing DoD Information System O Existing Electronic Collection
0 Significantly Modified Dol} information

System

b. Is this DoD information syste
Router Network (SIPRNET) IT R

X Yes, DITPR Enter D
[0  Yes, SIPRNET Enter S
] No

c. Does this DoD information syI

by section 53 of Office of Manag
X Yes

If "Yes," enter UPI

If unsure, consult th

d. Does this DoD information sys

Records Notice (SORN)?

A Privacy Act SORN is required if the i

or lawful permanent U.S. residents that

information should be consistent.

X Yes

If "Yes,” enter Privacy Act SORN

DoD Component-assigned d

Consult the Component Pri

access DoD Privacy Act SO

or

Date of submission for approval

Consult the Component
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registered in the DITPR or the DoD Secret Internet Protocol
istry?

TPR System ldentification Number |1192(DA00137)

PRNET Identification Number

tem have an IT investment Unique Project Identifier (UPI), required
ment and Budget (OMB) Circular A-11?

[0 No

007-21-01-20-02-1172-00

e Component IT Budget Point of Contact to obtain the UPI.

lem or electronic collection require a Privacy Act System of

hformation system or electronic collection contains information about U.S. citizens

is retrieved by name or other unique identifier. PIA and Privacy Act SORN

[ No

Identifier A0680-31b-AHRC (SORN UPDATE IN PROGRESS)

signator, not the Federal Register number.
cy Office for additional information or
Ns at:  hitp://www.defenselink.mil/privacy/notices/

2

to Defense Privacy Office
Privacy Office for this date.
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e. Does this DoD information sytem or electronic collection have an OMB Control Number?

Contact the Component Information Mg

nagement Control Officer or DoD Clearance Officer for this information.

This number indicates OMB apprpval to collect data from 10 or more members of the public in a 12-month period

regardless of form or format.

O Yes

Enter OMB Control Nu

Enter Expiration Date

K No

mber

f. Authority to collect information. A Federal law, Executive Order of the President (EO), or DoD

requirement must authorize the g

(1) If this system has a Priva
SORN should be the same.

(2) Cite the authority for this
and/or disseminate PIl. (If my

llection and maintenance of a system of records.

Act SORN, the authorities in this PIA and the existing Privacy Act

oD information system or electronic collection to collect, use, maintain
tiple authorities are cited, provide all that apply.)

(a) Whenever possibje, cite the specific provisions of the statute and/or EO that authorizes
the operation of the system and the collection of PII.

(b) If a specific statut
be cited. An indirect authori
a program, the execution of

(c) DoD Component
housekeeping”) as the prima
statute within the DoD Comp

or EO does not exist, determine if an indirect statutory authority can
may be cited if the authority requires the operation.or administration of
ich will require the collection and maintenance of a system of records.

can use their general statutory grants of authority (“internal
authority. The requirement, directive, or instruction implementing the
ent should be identified.

10 U.S.C. 3013, Secretary of th
Reporting; and E.O. 9397 (SS

P

e Army; Army Regulation 600-8-6, Personnel Accounting and Strength
).
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g. Summary of DoD informat
should be consistent with se¢

(1) Describe the purpose of

P
p

urity guidelines for release of information to the public.

this DoD information system or electronic collection and briefly

describe the types of persor[afnl information about individuals collected in the system.

assignment managers of the HRC
deletions, and deferments for sold
validate requisitions, and to add of
information. Field users use EDA

automated source for information
personal identifiers, medical infor

EDAS is a real time, interactive, ajtomated system that supports the management of the enlisted force. The

nlisted Personnel Management Directorate process assignments,

rs via EDAS. The distribution managers use EDAS to create and
odify requisitions. EDAS also provides enlisted strength management

to read data that they are authorized to view and/or edit, for example,

information on Soldiers assigned tp their commands and incoming personnel. EDAS is the principal

ncerning enlisted assignment actions. Types of Pll collected include
tion, educational information, disability information, and military records.

(2) Briefly describe the pri

e
addressed to safeguard privacy.

y risks associated with the Pl collected and how these risks are

Due to the level of safeguarding, we
are in place for the collection, use an

K
d

elieve the risk to individuals’ privacy to be minimal. Appropriate safeguards
safeguarding of information.

h. With whom will the PIl be sha

r
outside your Component (e.g., olr

d through data exchange, both within your DoD Component and
er DoD Components, Federal Agencies)? Indicate all that apply.

Within the DoD Componw\t.

Specify. Internal Army
support of an
the chain of cg
Army Audit A
Army Intellige
the Assistant §

Comptroller.

5

encies that would obtain access to Pl in this system in
thorized investigation or audit may include staff principals in
mand; the Department of the Army Inspector General; the
ncy; the US Army Criminal Investigation Command; the US
e and Security Command; the Provost Marshall General; and
ecretary of the Army for Financial Management and

X

Other DoD Components.

The Office of th
Personnel and
Accounting S
Agency, US
Inspector Gen

Specify.

AEVForce, Joint Services Records Research Center, DoD

e Under Secretary of Defense for Personnel and Readiness,
Readiness Information Management, Defense Finance
ice, US Navy, US Marine Corps, Defense Intelligence

ral, and Defense Criminal Investigative Service.

[X Other Federal Agencies.

DD FORM 2930 NOV 2008

Page4of 16

bn system or electronic collection. Answers to these questions




Specify.  |The National Archives and Records Administration; Department of Veterans
Affairs; Office jof Personnel Management; Department of Homeland Security;
Federal Buregu of Investigation; State Department; Treasury Department;
Department of Labor; Department of Justice; National Reconnaissance Office;
Social Securityl Administration; and Office of the President of the US.

<] State and Local Agencies.

Specify.  |State and locdl|law enforcement may request PII.

X] Contractor (Enter name and describe the language in the contract that safeguards PII.)

Specify. Science Applications International Corporation (SAIC) contractual language
acknowledges the sensitivity of Pll and describes the importance of protecting and
maintaining the|confidentially and security of a Soldier’s PIl. The contractual
language keys op training as a fundamental element in creating awareness and
understanding ¢f Pll and why it is important to control and safeguard. The language
also stresses s¢curing PIl material and equipment housing Pl at the end of a work
day. Contractugl language directs and requires each SAIC employee in support of
EDAS to have g valid Secret clearance prior to working on the program. The contract
specifically states that contractor personnel will adhere to the Privacy Act, Title 5 of U.
S. Code Section|522a, and all applicable agency rules and regulations.

Other (e.g., commercial providers, colleges).

Specify. NA

i. Do individuals have the opportunity to object to the collection of their PII?

[0 VYes [X] No

(1) If"Yes," describe method by which individuals can object to the collection of PII.

(2) If "No," state the reason|why individuals cannot object.

Pl will be collected only through electronic extraction via a secure network connection from other systems.
Since data is not collected directly from individuals they are not provided either a Privacy Act Statement or a
Privacy Advisory from EDAS. However, individuals implicitly consent to capture and use of that information
at the time of employment or enlisgment in the Department of the Army, at which time they are provided a
Privacy Advisory.

j- Do individuals have the opportunity to consent to the specific uses of their Pll?
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[0 Yes ol No

(1) If "Yes," describe the method by which individuals can give or withhold their consent.

(2) If "No," state the reason Yvhy individuals cannot give or withhold their consent.

Pll will be collected only through electronic extraction via a secure network connection from other systems.
Since data is not collected directly ffrom individuals they are not provided either a Privacy Act Statement or a
Privacy Advisory from EDAS. However, individuals implicitly consent to capture and use of that information

at the time of employment or enlisiment in the Department of the Army, at which time they are provided a
Privacy Advisory.

k. What information is provided tg an individual when asked to provide Pll data? Indicate all that
apply.

[] Privacy Act Statement 'l Privacy Advisory

[] other 4 None

Describe
each
applicable
format.
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NOTE:

Sections 1 and 2 above are td be posted to the Component's Web site. Posting of these
Sections indicates that the PIA has been reviewed to ensure that appropriate safeguards are in
place to protect privacy.

A Component may restrict tthuincation of Sections 1 and/or 2 if they contain information that
would reveal sensitive information or raise security concerns.
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